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Saving Passwords using
KeePass

(Advanced Guide)

First, let's download KeePass onto your PERSONAL
computer/laptop/desktop (not on an 84 Lumber

device)

1. Navigate to keepass.info
. Look for the 'Portable’ .zip and

download

) Getting KeeP:

Here you can down

KeePass 2.44

Download Now

and won't store any settings outside the application drectory

Extract the .zip file and run
the 'KeePass.exe' program in
the new folder that was
created.
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Inside KeePass, go to
'File>New' to create a new

DataBase file.
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Name the file anything you want,
preferably something not easy to

4.

you'll remember its location.
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access, and save it to a location where

Do

Set a Master Key Password for this new
DataBase. This password you should never
lose, never tell anyone, and MUST remember
(or write down and keep somewhere secure).

@ Crste Comporie Mste Ky %

Name the specific DataBase something
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Database Settings
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It is recommended to print the
Emergency Sheet as a precaution but
it is not required.

KeePass X

9 Emergency Sheet

A KatPass amargancy sheat containg all important information that
s required 10 apen your database. It should be printed, filled out
and stored in 2 secure location, where only you and possibly & few
‘ather people that you trust have access to.
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Ris that you create an emargancy sheet for your

databise.
Y
Do you want to print an emergency sheet now?
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If you do print this off, keep thisina
secure and safe place as well.

hen on your mobile

vice,open your P
online e storage .
app ofyour choice to
verifyyou can open
mit.
°

11 you would ike to keep your passwords inasingle file
'you can access from either your phone or computer,
this guide will show you ho.

If you still require
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you can add your account
information for your various
logins.

. With your DataBase selected, select 'Add Entry' icon ‘ a The 'Add Entry’ window is where
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Title: The site/service (not URL)
of the account/entry

User Name: The username or email
address you use for that site/service's
login. .
Pagssword: The password (hidden by At the top, go to 'Tools>Options...'
default) of the service you log into. swp Entry Find  Veew ‘ Soois J Help
Repeat: The password (hidden by 1@~ @ & Gontsatt Patoword. %
default) repeated as a confirmation - =
field. e 5 Generate Password List... Title
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password is for that entry (the higher = k' Database Toolks »
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‘The Key+Gear icon below the 3 dots, ; =] .
next to the Repeat field will present a
built-in Passw:m‘l Generatorr;lynu'd [3
prefer to use that instead.
In the Optionsbox, select the checkbox 'Lock Workspaceafter KeePassinactivity"
(seconds) and set to something low around 1-2 minutes (60-120 seconds). After y?u have added an Entry,
e = go to File>Save to save
ations

changes.
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prow - mobile device, securly.
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[0 Lock workspace when the remote control made changes.
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Also check the box labeled 'Clear cllpboard when closmg KeePass' -
Feel free to select other options listed to test out and see what works with your preferences. @ g
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In order for this process to work, we will need to 'Sync' your personal

your personal computer (i.e, the KeePass Database we just created).
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To learn how to setup a cloud storage on your personal

(non-84) Cloud Storage service between your mobile device and files on

Locate your recently
created KeePass
DataBase file
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Then on your mobile device, open your online file storage
app of your choice to verify you can open files from it.
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(KeePass passwords)
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What's New

Preview

| Then, depending on whether you have an Android or an iPhone, locate

the KeePass mobile app specific to your device and install/download it.

@ Open the KeePass app on your
phone and select 'Change
DataBase' for the Android app

or 'Add Existing DataBase' on
the iPhone app.

e New Database
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m Open up the file location the DataBase file was saved to
(DropBox/OneDrive/GoogleDrive) and select the DataBase file
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enter the
password you

When prompted,

created for your
KeePass DataBase

Change location

Unlock Database

Unlock

|a Once accessed, you should see screens in each app
where you can open or add new entries (with the +icon).

[ Keepass
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Select the 'create entry|
option on the next screen
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Add your entry info on in the next screen similar to how you
would on the desktop version of KeePass

Edit Entry

From here, the process is
similar to the desktop
version of KeePass with
similar options and fields
to fill out.

Adding entries also allows
you to create new, random
passwords within the app

with specific settings.
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GENERATE PASSWORD

Randomizer
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long as the files’match up.

Adding entries in either the mobile versions or the
desktop version should sync up with one another as

If after these steps you
still have issues or
questions, double-check
you did every step to
make sure all the
settings are setup with
your files and sync
correctly. If you still
have issues or questions,
feel free to call the
Service Desk at x1429




